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Fingerprint Application Suite V4.5

All instructions in this user manual is for full functions. The actual functions are based on real
fingerprint products.

Please review this user manual in detail before using Fingerprint product. Please keep this
user manual for future reference
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Overview

First of all, thank you for choosing this Fingerprint Application Suite. People are growing increasingly
dependent on computers, more and more important documents are stored in computers. As this trend
continues to grow, “security” issue becomes more worrisome to us than ever before. Amount all file protection
methods, “Fingerprint” stands out as the best method to fulfill your requirement for protecting files and
computers. This product utilizes the uniqueness and convenient characteristics of fingerprint to help you

properly protect your personal information environment.

Your important information will receive double protections — your fingerprint date and File Protection secret
key that is produced based on the fingerprint. “File Protection secret key” is a 24 bit random number. After you
have successfully installed the application and created fingerprint information, the system will automatically
produce the sedret key. This key will be safely stored in user information file and be utilized by protection

mechanism inside user information file to protect every file that needs protection.

Computer brings convenience into our lives, we hope this production will help you use computer with a peace

of mind.

What is User Data File? ]

After you have successfully installed the application and created fingerprint information, this application will
create “User Data File”. User Data File includes: your fingerprint data, File Protection secret key, configuration

values for Password Bank, configuration values for Application Protection.

We strongly recommend you to back up current User Data File. This is due to the fact that every re-installation
of this application, a new file encryption key and user data file will be created (please refer to “Installing and
removing application” section of the manual). If you cannot restore previous user data file, it would not be
possible to access previously protected files. Restore action will not replace the newly generated file
encryption key. Instead, the new key and the old key will be both utilized. This means that restored user data

file will have two keys so your files will be protected by two keys.

Note
The security mechanism of this application is based on your safe usage and protection of password.

When your password is compromised, it is possible to lose files.
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System Requirement

Hardware system requirement: PC, MAC and Notebook with USB port.
OS requirement: support Microsoft Windows XP, Windows 2000.

CPU: recommend PIII 700 and above.

RAM: 128MB and above

Browser: IE 5.0 and above

Video card: Support VGA, 800x600 resolution and above

Recommend 1024x768, Small Font, True Color.

Installing and Removing Applicatio

Installing Application

Please insert fingerprint device into USB port of the computer. To raise production security, please make sure

your computer account password is not blank.

Operating procedures

1. After inserting Fingerprint Application
Suite CD into CD ROM, the installation

a Installation

Welcome

Fingerprint Application Suite
XXXX 45XX

program will start automatically (if it does not
start automatically, please double click
setup.exe located in the CD). To continue
installation, please click “Next”, to cancel
Flease follow the instruction to install. Before

installation, please plug in the fingerprint device and
close other applications.

installation, please click “Cancel” to exit.

(“XXXX" in the figure represents product

For security reason, please make sure that your
pazsword iz not blank.

model number)

Fleaze prezs nextto start installation

Back ] PMext i Cancel
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2. You have to select “Accept” before you & Installation

can continue installation. After you have

accepted license agreement, click “Next” to

Autharization Contract

continue following steps. END-USER LICENSE AGREEMENT FOR SOFTWARE OF Arachnoid Biometrics A
Identification Group Cotp.

Software: | each

This End-User License Agreement ("EULA") is alegal agreement between you (either
an individual or a single entity) and the mentioned author of this Software for the
software product identified above, which includes computer software and may include
associated media, printed materials, and "online" or electronic documentation
("SOFTWARE PRODUCT"). By installing, copying, or otherwise using the
BOFTWARE PRODUCT, you agree to be bound by the terms of this EULA. If wou do
not agree to the terms of this EULA, do not install or use the 3SOFTWARE PRODUCT.
BCFTWARE PRODUCT LICENSE

Copyright laws and international copyright treaties, as well as other intellectual
property laws and treaties protect the SOFTWARE PRODUCT. The 3C0FTWARE
FRODUCT is licensed, not sold.

1. GRANT OF LICEN3E.

" Reject

Back I Mext | Cancel

3. Enter Serial Number, Click “Next” to @ Installation
continue.
Register copyright
User name
fprp
Company name
|
Serial humber
Back I ,Tl Cancel
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4. Select destination folder for the
application. Default path is “C:\Program
File\Fingerprint Application\ XXXX".

You can also change destination folder. To
do, click “Browse” to selection desire

installation path.

(“XXXX” in the figure represents
product model number)

5. After selection of destination folder, the
next step is to execute “First-time Wizard” to

enter “First-time Wizard” welcome screen.

(“XXXX" in the figure represents product

model number)

S It dhrctrustam fokler

Dt tfinafior foidst
[ \Preggam Fle\Frgerpand Agpessten Susdit XXXX @'

Browse for Computer

= @ Deskiop

B My Dacuments
= :f My Cornputer
age Local Disk (C:)
g A-DATS (D)
“* Removable Disk (E:)
L DWD Drive (F:)
{53 Shared Documents
43 ppp's Documents
[+ \j My Metwork Places
) 4.1.0.3-(3.36)
“{) Mew Folder

Fingerprint Application Swibe
XXXX 453X

Dillmrmnt aear hae b soculs Firebme Wirard o ue
thiz product Plaaae inllow she instruction in bt

| Plesst Carmsl
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Note

Users of different accounts will have to execute “First-time Wizard” individually to use this product’s full

feature.

6. Use this setup page when: %2 First-time Wizard,

. ’,
First time user (including after performing S

A General Usger
“Format device”) could an choose from two
{+ Create new User Data File
options:

Experienced Lser

™~ Restore existing User Data File

| want to create a new user data file:

creates a all new user data file. " Use curent User Data File of cuffent lozal us

User Data File includes enrolled fingerprint, file Secret Key, password data, Application
Protection data, Finger Launch data and etc.

| want to use the backed up user data file:
manually select the backed up user data file,

choosing this option requires fingerprint

verification with the restored data file before

Back. I Mext | Cancel

restore ration is available.

The difference between the two categories is that the first category user can select to restore User Data
File, the second category user will load User Data File that was not remove when uninstalling previously

installed application (please refer to “What is User Data File” and “Uninstall Application” of this manual’

7. Please enter user computer login 3 Firsl lime Wizard

password in appropriate files (due to

security reason, please make sure your

Uner naires
compute account password is not blank). |
Entering password that does not match the ,L
password used for login in the system will Cundnied F s
. . I
not start fingerprint enroliment.
Foe pecunty éadon, 1ou hve by npt e

wxnnecd, paspvrnd 1o slal Irgeipord. en el

Back
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8. The following procedures are using "l
Want to create a new user data file” as an

example:

Choose the blue flashing finger to proceed
fingerprint enrollment  follow the instruction
to input fingerprints.You can create up to ten
fingers. User needs to create his/her
personal fingerprint file the fingerprint will
serve as the passport user can also go to
““System Setting  to set up fingerprint,
including deletion or addition (Please refer

to““System Setting  in user’s manual).

& Flegn-time Wizard
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9. This step will back up your fingerprint data &3 First-time Wizard,

and file encryption key (please refer to

“Overview” for explanation on key). You may
Backup Uszer Data File

!E:\Documents and Settingshpppity Documentsibdy Fingerprint D ata\ppp.dat
. . . ~Select backup d.
this application (C:\Documents and e

save the backup file (*.dat) to default path of

=l

Settings\Administrator\My Documents\My

|

Fingerprint) or you may click “Browse” to

Tl =l

selection another path. Click “Next” to save
the data.

Click “OK” after “Backup successful” dialog

box shows up to proceed to next step.
Back.

Canicel l

If backup folder has a file with the same file

name, a warning dialog box will appear.

Reason to backup User Data File: When you

have to reinstall this application, restoring Backup User Data File
. . .. . iE:\D ocuments and Settingzipppity Documentziky Fingerprint D atappp. dat !
backup file will eliminate the need to build Selectbackupdata :

N\

fingerprint again, and it will allow you to ackup 3R] -

open originally protected files.

Back. ! Mext 1 Cancel !

CeiDanuants: arel Setting|ppniMy De Py Fingeepeing Dslappn. dot 'Wedld o e be replees Lhe existing fle with this

gt
=] _w |




User Manual

10. Complete “First-time Wizard” setup, click &3 First-time Wizard,

“Finish” to continue following steps.

The First-time “Wizard setting is completed.

L After nstallation, this application il

automatically restart computer.

fl‘ +

|
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Uninstall Application

You can follow below procedure to uninstall this application

Operating procedures

1. You may uninstall application from three

I:_._l Cumrertls ol sheed froveie O] o pgmm Bt b s -
places. e B Ere———
i B aniredres Sem A0
& P A3 S e
a. From “Start/All Programs/Fingerprint ut. e P e
e
Application/XXXX/System/Uninstall” =
T T e —— wa RITE
E W P Fmroesdie Flash M §
. . . Oy 5T Py sih By e
b. Left/right click on short-cut icon @ ::: R o
located on toolbar, then select R e -
G mills » ]
. . L BT
“System/Uninstall” to remove this PR pe——

application.

¢. Go to Control Panel “Add or remove
programs”, select XXXX to remove

(This figure is based on Windows® XP Ul),
then follow computer instructions to

complete removal.

2. Before removing application, identity will 7% Authentication

need to be confirmed. Please input

fingerprint or user password. Application will

be removed after confirmation. zer name

Fazaword

Fleaze input paszword or
fingerprint.

2k ] Cancel
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3. Entering uninstall page. & Uninctall [

Thark vau dor using

(“XXXX" in the figure represents product _ _ -
Fingerprint Aoplication Suite

model number) KXKXASKXK

Plaazs follow the instructian ba procesd uninstallation

Prazs nest ta uranaiall

| Hesa Cancel

4. This step has two selections: “I want to & Installation

uninstall the application” and “I want to

uninstall application and remove all User
Data Files”. s | want to uninstall the application

| warit to uninstall applinédiqr:t-md remoye all User Data Fll_es;
| want to uninstall the application: Only
. . . Unremave user information data file can be used after hest installation.
remove the application. Previous User Data
Files will be saved. Next time when you
login with the same account and reinstall,
you can select “l want to use current User
Data Files” to continue use previous User
Data Files in next installation. (Please refer

« . ” . aci el | aNcel
to “Installation method” of this manual) = ] L o

| want to uninstall application and remove all User Data Files: Remove application and User Data Files.

Unless original User Data Files are restored, it is not possible to open, edit previously protected files.

Note

Before uninstalling application, please backup User Data Files to prevent situations where it is not

possible to access previously protected files.




User Manual
I

5. Computer will restart automatically after & Uninstall

application is uninstalled.
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Operating Instructions

To Start Using

Operating procedures

1. After installation is completed (including execution of First-time Wizard) and the computer has restarted,
you will be able to use this application. We will show you operating instructions for System Setting, Backup,
Restore, Password Bank, File Protection, Application Protection, Finger Launch, Search for Protected Files

and Hide/Display icon on toolbar etc.

Note
If you are not the same person who installed the program (different login account), please execute
“First-time Wizard” to register fingerprint before using the application. (please refer to “Installing

application " step 5 to step 10 of this manual)

System Setting

System Setting includes: Fingerprint Management, General Setting, Computer Protection Management,

Finger Launch, Password Bank Management, Application Protection Management.

Operating procedures

1. You can execute “System Setting” from _

two locations: & e
_— el [ostndi
a. From “Start/All programs/Fingerprint [~ pe—
Application/XXXX/System/System Setting” Woiwe g e : i e
R = " I e e ik
to execute this function. - B ek ? ' .
- [

Tind etk F W O e
b. Left/Right click on short-cut icon ﬁ_ I
located on toolbar, then select R

BTSN 4 e
“System/System Setting” to execute this . 5

function.

(“XXXX" in the figure represents product

G

at Campuber Probection Management

e
model number) lr"kl ek ”'“aF'f B pasonord Bank Management
: Restore Liser Data Fle P =och Protectad Fiss
@ Urinstal 1] Applcation Protecton Management

5% Hide Froim the toobar
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Fingerprint Management

You can enroll new fingerprint data or delete it from this page.

Fingerprint Enrollment

Operating procedures

1. Please select blinking finger to enroll,
then follow instruction to input fingerprint
(please refer to “Instruction on Fingerprint
Input” of this manual). When best quality
fingerprint are captured, fingerprint

enrollment is completed.

You may continue to enroll fingerprint

enroliments for all ten fingers.

W Flrst-time Wizard

b
aaa
Fineguarpaird enelimisn! cosplilocd @ Iy

[ fe | |

Delete Enrolled Fingerprints

Operating procedures

1. Please move cursor on top of gray finger

that is intended for deletion. At this time,

cursor will become ﬂ] click on that finger

will remove that fingerprint. You may
continue to remove fingerprints, but you

have to save at least one fingerprint.

m‘ First-time Wizard.

Continue to enroll or delete enralled fingerprint. @
»

‘ PMext Cancel

Note

For the safety of your computer, this application requires that at least one fingerprint file is required.
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General Setting

Configurations on this page include: Use password for authentication, show the enrolled fingerprint when

confirming the fingerprint verification, and show tray icon on toolbar.

Operating procedures

1. Meaning of each item appears on this &% System Seiting

page is explained below:

User password for authentication: Other
than enrolled fingerprints, is computer
account password allowed to use for identity ¥ Llge paswird oo fingsraiied for suthentication

Conﬁrmationo Hote: Llser can fog in comguter wish fingerpnng or pasovword.

W Ghitres B1a eanglled Hngerprinteshien canlirming the Sngespint veilicalion
This setting does not include login identity
% Bk the tray ican on the soolbar
confirmation when turning on computer.
When login to computer, identity can be
confirmed using either fingerprint or

password whether it is checked or not

L1],% | Cancal

Show the enrolled fingerprint when confirming the fingerprint verification: whether to remind user of which

checked.

fingers are enrolled on identity confirmation Ul. This reminder will appear on upper right corner of Ul. Green

finger represent the finger is enrolled.

Show tray icon on toolbar: whether to showE tray icon on button right corner notification area. System
default is set to show.

Note
If “Use password for authentication” is not allowed, then only fingerprint can be used for authentication.
Authentication cannot be done using computer account password, this implies that password entry are

is gray out
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Computer Protection Management

Computer protection function will prevent others from using your computer when you are away from your
computer. There are three ways to protect your computer: login computer, lock computer, screen saver. For

detailed usage, please refer to “Computer Protection” of this manual.

Operating procedures

1. Please input your computer login 3% Syxlem Selling

password in the “Computer Password” box. - S L
To make sure the password is correct, Gararal Eetting. Camnpiser Frotection Kanagement | Parrwatd E"”'}m"ﬂﬂ_ﬂmﬂ“'
please input r the same password in

“Confirmed Password” box as you inputted w

in the previous box. If the password is Coperind Bassnd

Juena

different from the password that login to

. “For gtunty s azor wou b b inpul S
computer, the setting of Computer ponmet pa raword b star ingermrink
et

Protection will not continue.

L1],% 1 Cancal
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Password Bank Management

This page is able to manage password bank data and modify password bank hotkey setting. For usage of
“Password Bank” and methods on how to save account, password, please refer to “Password Bank” of this

manual.

Operating procedures

F= System Setting

1. Manage Password Bank: You can delete,
rename and edit password bank. Left/right T

click on the desired management item to General Setting | Computer Protection tManagement  Password Bank Management] bl L

: Sign In
B <hool bail- The b

select to execute one of the above functions.

Delete

Select “Edit” to edit the account and - Renane

Content

password of the item.

Modify password bank hotkey setting: Set
hotkey to remember applications or website

account and password. Currently, hotkey is

set to “Ctrl+Alt+Z”, you may Change to other ¥ Autamaticly show the authentication window while cursar locates in password field.

hotkey that you are familiar with. W s e M R
\ Ok | Cancel ]

—_————

. /

W Automatichy show the authentication window while cursor locates in pazsword field.

Haot key setting Cirl+  Alt+ [ Shift+ 7 |
Ok | Cancel I
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Application Protection Management

Protect applications that you do not want others to run. For “Application Protection” usage please refer to

“Application Protection” in this manual
How to setup Application Protection

Operating procedures

1. Please open the application that you e ———— ] P A e — - =

would like to protect (we use Microsoft®

Word as an example here)

Move cursor to top of icon located at
lower left corner of the Ul

Ok I . Cancel I Spply
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2. Drag the @ icon to the window of the
applying application, the window border of

the applying application changes.

3. Release the mouse and a beep sound will

be played. Protection setting is complete

when confirmation dialog box shows up.

A e e e e

b b TE G A ==

:lllﬂ-dl-_-nll-bll_

 ——— T

1 B s n @S0 Sy —
2Ll | -y Seay arey. el ey m——" - gy,

#pplied application

|Dn:nc:ur‘nent3 - Microzoft Ward

Cancel i

Terminate Application Protection Management

Operating procedures

1. Right click on the application that you

intend to apply management function.

Terminate Protection: Terminating
application protection (The application

remains in the list)

Configure protection: Protects those
applications that have terminated their

protection in the list.

Delete: Delete application. The application
will be removed from the list and protection

on the application will be terminated.

F= System Setting
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Backup

Backup User Data Files you have set up. Purpose of backup User Data Files: When you have to reinstall this
application, restore backups will eliminate the need to enroll fingerprints again and it allows you to access

originally protected files.

Operating procedures

1. Specify location to back up files. Backup

T Amume e

files should at least include enrolled

& — W e iy
. . . . . R ko Ll
fingerprint files, other exporting items are oy el s e
. . n ” ) L]
optional. Click “Backup” after you have [0 o ot | @ '
confirmed on selections. W= g :
Y vt (R ¥
© w—rand 3070 :
&...._.._..,. O = &
i veera ke
ﬂ [Prp=sre—l W N e
e Eeeee
g:'""‘"""*-' or Eais et
) e P v

[ s > RS
B D

B RERE )

e e

B 2R )

= TR o)

Eh HEECRPTEN
Pn EREFRAER D

e ol

[% EMEPREE D
=] R o)
[5] AT B o

5 Backup

Backup Ueer Dt Fils

|l;.lﬂmnll and SemingslAdminisvatortd Docurnamslidy Fingenannd Datald
falect backup dats

=

W File Protachon sesret kay
T Pasvesand Gank Daks

-

CEae ] &
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Restore

To Restore User Data Files you have backed up previously. Restoring backups will eliminate the need to

enroll fingerprints again and it allows you to access originally protected files.

Operating procedures

1. Restore data item will only allow selection _
T ety v

of data items included in backed up files. e B Wb ity

i s

:"Ju_.d = T N pared
Select path to backed up file, then select the - [e— iz ;

A B v [ota P

backed up file. Please select data items you LY TR - :
intent to restore from the lower part of the ) atonny E E-:-:n;:'m
interface. Click “Restore” to successfully %'_“1 paitiangy
restore data. - R 5' i
e

[ e+ R

B Systam Settng

(% Backup User DataFils

A Computer Pratection Management
=] Pasemord Bank Management

% Search Pratectad Fike

13 application Protection Management

Bl unnstall

[iF8 Hike from the tonibar MR Sysbem

E. Restore

Restore User Diata File
iC:IDocuments and Settingzs\Administratoribdy Docurmentsiby Fingerprint Datald I

~Selectrestore data

™ Enrolled fingerptint

Restore End
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Password Bank

To record the homepage and the application user account and password Below instructions take the

operation procedure of the homepage and the network disk driver as the example

Password Bank Management

Manage password bank on the homepage

Operating procedure

1. Firstly, user fills correct user name and
password at authentication position in IE
login page, and then summit. At this time, it
will pop out a window to ask if the user want
to store the user name and password with
the fingerprint. If choose “No”, it will login in
the web page without creating any

information in the password bank.

2. If choose “Yes”, it will appear a

o ] } Password Bank *
authentication windows, after entering
correct fingerprint or device password, the i ) Store login name & passward ko fingerprink

device?

window of password bank will show. There
will be web page name, and registration Yes Mo ]
information, then press “Save” and then the

save successfully will pop out. At this time,
user's password bank will add this

information.
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3. Next time user enter the same web page, MFEF_
moving the cursor to password position. ‘-‘-""" B e e @5 TS r——
Confirmation windows will pop out, after WARIQOL e 1

entering the correct fingerprint or device
password, it will logon the web page

automatically.

4 After the user account has been confirm

Password Bank

will to pop up following constructs picture:

The user may choose the preserved items Field Name{sign In
. . 'FTEHN.EMEZ W E-rnail address:cxcvafing@hotrmail.cam
voluntarily. Please to the mouse clicks onto B eatnaan
the check box in front of items to check off or
not.
.8M1tlﬁum W Signin
End
Note

1.The possible some softwares or websites are not to support this function

2 You will be allowed to choose "No longer to remind me" to let the next time not be able to appear the

TeMINAWIRAOWS. ' e o o o o o o o e e e o e o
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Other password bank management

Some software possibly does not support this function, please use the hot key to manage the password bank.

Below instructions take the operation procedure of the network disk driver as the example

Operation procedure

1.Fill in correct user name and password
then press hot key (default key is
“Ctrl+Alt+Z". You can setup your customized
hot key. Please refer to

“Password Bank Management” section for
hot key set up), an identification

authentication window will appear.

2. After the authentication is confirmed,
below setup screen will appear. The user
may choose the items that user would like to
save. use mouse to check or uncheck box

in front of each item to select or unselect .

Connect As...

By default, you will connect to the network Folder as
TITAREEaM. lee. To connect as another user, enter their user
name and password below,

|ﬁ titan V|

| it |

User name: Brewisa,

Password:

I [s]4 I[ Cancel ]

folder

Connect using a different user name.

network server,

Sign up for online storage or connect to &

cgack | Finish

) (o]

Passward lhank

Field Marre  |<igr in

Fiald Marne

¥ E-mail addee s eeesfing Eheimail eam
¥ Pagpavord 128000320

Subsit Bumon| ¥ Bign In
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3. When enter the same webpage, only

&= Authentication

input the user name and press the hot key,

after it is confirmed, then you can log in.

Ilzer name

Pazzword

Fleaze input pazzword or
fingerprint,

ak

Cancel

Note

changed, The user possibly must record account and the password again.

The system can recognize the user and password of different destination, When destination has been
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Usages for Password Bank

Operation procedure

1. When cursor is on password position, ID
. . . , Password Bank
confirmation window will pop out. If you
want to store other user accounts, please i Do you wank bo save the
"Username & Password" by fingerprink?

press " Cancel " button, and repeat the
operation procedure . After ID is confirmed, Yes Mo J

it will automatically use saved account and

password to process login.

&= Authentication

Llzer name

Faszword

Pleaze input paszsward or
fingerprint.

[6]:8 ] Cancel

2. If there are two (or more) user name and g
Qe O 8 &G e e e g ey |
password at the same web page, when the T———

cursor is on password position, 1D will be

T Bl wont I D] ] ok Btine|
ot b s Pt | e = (g wps—

confirmed first. After the ID confirmation is
passed, password bank detail will pop out.
Then choose the account, press summit for

login. [ o e ——

g e aman b

|t geter d e TP b na

e o 1 e e
3 e e
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File Protection

This chapter includes: file encryption, decryption, folder encryption/decryption and editing encrypted
documents. You can proceed with File Protection regardless if you are on desk top or file manager. (Below

introductions uses files on desk top as examples)

File Encryption

Operating procedures

1. Using files on desk top as examples.

5 Authentication

Right click on the file intended to encrypt, an

identity authentication window will pop up.

Llzer name

Pazzword

I

Fleaze input paszword or
fingerprint.

] 4 Zancel
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E* File Pratectian Managemen(

2. Check the file that you intend to encrypt

that is listed in “File Protection

Management” window. Click “Start” to | Fuldy: Mg iy ity L stgns i

Bl Ccihacuments and & pew Eold doe

proceed with file encryption. After it is done,
file short-cut icon will be shown as under

encrypted state.

Selsctan | Unisiecita |

[ e J oo | conce |

Note
Right-click on a folder and select “file protection” or “disable file protection”, user could perform enable or

disable file protection directly.
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File Decryption

Operating procedures

1. Right click on file that is encrypted and
select “File Decryption”. After identity is

authenticated, the file will be decrypted.

Cpen With, .

Send To r

Create Shorkout
Delete
Rename

Properties

[&5 File Protection Management

2. “File Protection Management” will pop up,

check the file intended to encrypt, then click

“Start” to start encryption. After it is done, file R T A
%C:IDocuments and 5.. new Fold.doc

short-cut icon will be shown as under

encrypted state.

Decrypt |

Selectall | Unselectall |

Start I Abiart 1 Cancel J
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Editing Encrypted Files

Operating procedures

1. Please decrypt the files before editing the protected files.

Computer Protection

Computer protection can avoid others from using your computer without permission when you login your
computer or when you are away from your computer. There are three ways to protect computer: Login

computer, locking computer, and screen saver.

Login Computer

Operating procedures

5 Authentication

1. Before user can start computer, user has

to authenticate user’s identity. Please input
Uzer name

FPaszwaord
is authenticated can user login to computer. |

fingerprint using fingerprint product or key in

user name and password. Only after identity

Fleaze input password or
fingerprint.

k. izancel
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Locking Computer

When you have to temporarily leave your computer, to avoid others from using your computer without

permission, this feature can lock up your computer.

Operating procedures

1. Press Ctrl+Alt+Del keys together. Computer Production

“Computer Protection” window will appear

(refer to figure on right). Press “Locking

Computer” to lock up your computer. | Lock Computer (K) ]
( Log Off (L) J

Below feature is a Windows® build-in [ Shut Down Computer (S) ]

feature. A brief introduction follows: : e ]

Log Off: Log off current user’s account for | Cancel (C) |

another user to login. |“

Shut Down Computer: turning off computer
Task Manager: Examine or end tasks currently running in computer.

Cancel: If choose not to do anything, choose this to leave this window.

2. Locking computer window is shown on

F5 Authentication

right. If you want to continue to use the

computer, your identity must be

authenticated to unlock the computer and Py i

continue usage. j

Paszwaord

Fleaze input pazsward or
fingerprint,

ok izancel

Note

PC protection function needs a reboot to take effect.
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Screen Saver

After screen saver, proceed with identity authentication to make sure that others will not use your computer

without permission.
Set up Screen Saver

Operating procedures

1. To set up screen saver, go to “Control
Panel/Display/Screen Saver” (or right click
on desk top, select “Properties/Screen

Saver”).

Please check “password protect” to enable

identity authentication function.

Display Properties

Themes Desktopi Screen Saver | Appearance | Settings

1

-0

click Power.

£

Screen saver

!Windaws P v| [ Settings ] [ Prewview ]
W’ait:i 10_3_] minuke On resume, passward protec

Manitor power

To adjust monitor power setiings and save energy,

Poweer...

[ 0K ] [ Cancel

J [_tey ]

Usages of Screen Saver

Operating procedures

1. When you touch your computer after
screen saver is running, you will be asked to
authenticate yourself. After your identity
authenticated, computer’s last state before
screen saver will resume so you can

continue to use the computer.

5 Authentication

Ilzer name

Faszzward

Fleaze input pazzward ar
fingerprint,

Cancel
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Application Protection

Operating procedures

1. Please complete Application Protection

5 Authentication

set up (please refer to “Application

Protection Management” in this manual).

When you want to execute protected Uszer name

application, you will be asked to |

authenticate your identity before you are Paszzword

allowed to execute the application. ]

Fleaze input pazzword or
fingerprint,

(6], Cancel
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Search Protected Files

This function can search for all protected files in the computer.

Operating procedures

1. You can execute “Search Protected Files”

from two locations:

a. From “Start/All programs/Fingerprint
Application/XXXX/ Search Protected Files”

to execute this function.

b. You can left/right click on the
short-cut icon located at tool bar, then select

“Search Protected Files” to execute this

function.

(“XXXX" in the figure represents product

model number)

m
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2. You can use this function to search for
protected files: First, select the drive to
search from left side, then click “Search” to
start searching. (For instruction on how to

protect file, please refer to “File Protection”

& Search Profeciod Files
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3. After getting the name and the path to U8 Faar:h Pretectid Flls
protected file, right click will delete this _ _
o by Coongulie | Fin By | Fobdar Fame | e iz Fia wedale gt -
protected flle : : t‘;:!:;:t" laur\llmlulﬂ Cibscumants aiid BEL. K F004MTGT 1081
¥ "= Hemovalile D
+ dale VD) Dverva (F !
Use mouth to click file that can be opened Fogsicionl, 00701 1082
. . . . 3 med's Docarreer beprftead C/Oscumants and Set. 0K HOOLOTAT Ml
(identity must be authenticated first), to start S L oty
O ey Fevgmrar i“ﬁlﬂﬂ'} Reg b COcumands and Sl THIF JDHOTHT 0T
search again, please select a drive then - Fogeondh | rererwtom  GOscummasnasen 10K 30060787 1062
click search, to close please click “Finish”. | [ revenews e Gi0mumentsans sen.. ox i
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Hiding/Displaying icon on toolbar

Hiding or displaying icon on toolbar.
Operating procedures
1. You can execute this function from three places:

a. From “Start/All Programs/Fingerprint Application/ XXXX/System/Show on the toolbar” to execute this

function (“XXXX" in the figure represents product model number)
b. Left/right click the short-cut icon on toolbar, select “System/Hide from the toolbar” to execute this function

c. Regular set up Ul of system set up

Note
If you have already hidden the icon, you can display the icon on toolbar again using following path: from

“Start/All Programs/Fingerprint Application/ XXXX/System/Show on the toolbar” to execute this function.
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FAQ

1. Why does fingerprint enroliment fail?

Answer: Every time a fingerprint is inputted, it is calculated to get this fingerprint's special characteristics,
These special characteristics are cross compared and calculated to produce new, better quality fingerprint
characteristics. When this is amounted to certain level, the enroliment is then completed. This is to ensure

security.

2. Is it possible to make sure that encrypted file will not be deleted?

Answer: Files encrypted with fingerprint is to ensure that file’s legal and authorized usage. Its content can only
be read or edited by user that has passed fingerprint authentication. Any other user will not be able to delete

the encrypted file.

3. Why can’t | open encrypted file with fingerprints that are enrolled?

Answer: This is possible when the quality of fingerprint characteristics was poor when processing fingerprint
enroliment. All of these may affect the result of fingerprint authentication. Therefore, it is strongly
recommended that user enroll two or above fingerprints. When one fingerprint suffers from above situations,

there is another fingerprint that can be used for authentication.

4. Why are these sub file names of *.exe, *.ini, or *.dll, which can’t be executed the function
of file protection?

Answer: The AP can’t be worked properly by these kinds of files, therefore, the AP will restrain the function to
prevent it occurs. If you intent to protect the *.exe files, you may execute the “Application Protection”

function to complete it.

5. Why can't I use my password to verify my identity when accessing my user data file?

Answer: Because your user data file contains confidential data, you can only access your user data file with
fingerprint verification. This better protects your personal data and prevents access by non-authorized

persons.

6. Why some files under folders such as C:\Windows cannot proceed with file protection.

Answer: Because folders like C:\Windows usually contains system files and could cause abnormality of other
programs. Therefore, we will disable the file protection function under C:\Windows, C:\Program Files, C:\ and
D:\ etc...
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7. Why | am not prompted with enrolled finger when in a Windows logon screen?

Answer: Because the fingerprint software supports multi-user. Therefore user won't get prompted with

enrolled finger in a Windows logon screen.
8. Why is that after storing the user backup data, but the fingerprint quantities in the
enrolled file is more than the original file?

Answer: To avoid any possibilities be occurred, after changing the user enrolled data, the AP will execute the
“Appending” function to backup your fingerprints automatically. In other words, after enrolling your right

index fingerprint, you will not read it in the backup file, but will find it in the stored backup file.

9. Why can’t | see “Decrypted files” function once | click the mouse right key on the Chinese
folder / file name in the English OS?

Answer: This is the OS languages compatibilities issue, Microsoft® Windows also has the same problem,

therefore, we suggest you name the folder/file in English to avoid this kind of problems in any languages OS.

Thank you again for using this product!



